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Abstract

This article explores the enhancement of students' digital literacy and competencies through technological
innovation in higher education. Digital transformation has reshaped the way teaching and learning occur,
particularly with the implementation of artificial intelligence, virtual reality, and digital learning platforms. This
literature review spans research from 2019 to 2023, highlighting the impact of the COVID-19 pandemic, the role
of technology in distance learning, and the challenges of integrating technology into educational institutions. The
research findings indicate that technological innovation in higher education has the potential to improve students'
digital literacy and competencies, although infrastructure challenges and institutional readiness remain significant
barriers.
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Introduction

In recent decades, digital technology has played a central role in revolutionizing various sectors, including
higher education. Digital transformation in higher education has become one of the main themes in discussions on
developing students' skills and competencies in the 21st century. A study by van Laar et al. (2020) identified
factors influencing 2 1st-century digital skills, including the effective use of technology, understanding digital data,
and the ability to collaborate through digital platforms. The development of digital technology has significantly
changed the landscape of higher education. Along with advancements in technologies such as artificial intelligence
(AIl), virtual reality (VR), and internet-based technologies, digital transformation has driven changes in the way
teaching and learning are conducted in universities (Alexander, 2019; Burbules et al., 2020). The EDUCAUSE
Horizon Report indicates that these technologies not only offer new ways of teaching but also create opportunities
for students to develop the digital competencies needed in the modern era (Alexander et al., 2019).

Technological innovations in education not only encompass new digital tools but also focus on enhancing
students' digital literacy, defined as the ability to search, evaluate, and effectively utilize digital information
(Amhag et al., 2019; Chen et al., 2020). Digital literacy, which includes information literacy, media literacy, and
computer literacy, is a crucial skill for addressing 21st-century challenges (Tejedor et al., 2020). As the demand for
these skills grows, many higher education institutions are introducing more technology-integrated teaching
methods (Kraus et al., 2021). The COVID-19 pandemic accelerated the adoption of technology in distance
learning, emphasizing the need for higher digital skills among students and educators (Deroncele-Acosta et al.,
2023). However, the adoption of these technologies still faces challenges, including infrastructure readiness and
uneven technological competencies across educational institutions (Abad-Segura et al., 2020; Yu et al., 2021).
Technological innovations in higher education not only impact teaching methods but also change how students
engage with learning materials, enable personalized learning, and enhance engagement through digital platforms
(Oke & Fernandes, 2020).

Overall, the challenges of digital transformation in higher education are highly complex and require
collaboration among various stakeholders, including educational institutions, governments, and the private sector.
Therefore, it is crucial to understand how digital literacy and competencies can be enhanced through the
appropriate implementation of technological innovations, ultimately fostering more inclusive and high-quality
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education in the future. This literature review aims to explore various studies conducted from 2019 to 2023 on the
impact of technological innovation on improving students' digital literacy and competencies. The focus is on how
digital technology can enhance students' learning experiences while also highlighting potential barriers to digital

transformation in higher education.

Literature Review
Digital Transformation in Higher Education
Digital transformation is understood as the use of new digital technologies, such as social media, mobile
devices, analytics, or embedded devices, to enable significant improvements in business, such as enhancing
customer experience, streamlining operations, or creating new business models (Horlacher et al., 2016; Singh &
Hess, 2017). Meanwhile, Schallmo et al. (2017) define digital transformation as the formation of a network of
actors, such as companies and customers, across all segments of the value chain and the application of new
technologies. Vial (2019) explains that digital transformation involves fundamental changes in an organization's
operational processes, including higher education. The use of digital technology not only improves efficiency but
also transforms teaching methods. Nadkarni & Priigl (2021) emphasize the need for a structured approach to the
transformation process, given the management challenges arising from such changes. This study finds that

adapting digital transformation in higher education requires structural and organizational cultural changes.

Digital Literacy and Digital Competence
Digital literacy is described as the integration of computer literacy, information literacy, and media literacy
(Paynton, 2012) and has emerged alongside the development of the internet, requiring knowledge on how to
access, search, and critically analyze information (Liu et al., 2020). Meanwhile, digital competence is a key driver
of recent educational policies and consists mainly of four elements: (a) technical and practical skills in using
technology; (b) the ability to use and apply digital technology in work, study, and daily activities; (c) the ability to
critically understand and evaluate digital technology, its limitations, and challenges; and (d) the motivation to
participate and engage in digital culture (Iloméki et al., 2016).

Artificial Intelligence (AI) and Virtual Reality (VR)
Al refers to the ability of machines to mimic human intelligent behavior, particularly cognitive functions
associated with the human mind, including problem-solving and learning (Carbonell, Michalski, & Mitchell,
1983). VR can be defined as an implementation where individuals find themselves in a virtually created

environment using various tools and interact with that environment (Carrozzino & Bergamasco, 2010).

Research Methodology
This study employs a qualitative-descriptive research type with a literature review approach to identify
trends and challenges in digital transformation in higher education. The literature review is conducted by collecting
articles from various sources, including Scopus-indexed international journals and working papers published by
international organizations (UNESCO) that align with the research objectives. Content analysis is then conducted
to identify trends and challenges in digital transformation in higher education. This study covers articles published
between 2019 and 2023, focusing on various methodological approaches used in related studies, including case
studies, surveys, and literature reviews.

Research Findings and Discussion

Based on the article search using the Publish or Perish (PoP) application with the keywords "Technological
Innovation," "Digital Literacy," "Digital Transformation," "Digital Competence," and "Higher Education" in the
last five years (2019-2023), a total of 13 selected articles were identified as follows:

Table 1. Selected Articles According to Research Objectives

‘ Year H Article Title H Authors H Key Findings
Managing for competency Challenges in change

2019 |with innovation change in|Jackson, N.C. management due to  digital
higher education transformation.

‘2019 HArtiﬁcial Intelligence inHPedro, F., Subosa, M.,||AI has great potential to support
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‘ Year H Article Title H Authors H Key Findings
Education: Challenges and|Rivas, A, & Valverde, P. |SDGs by improving access and
Opportunities for Sustainable quality of education.
Development
Systernatl_c review _of rqsearch Zawacki-Richter, 0. Art1ﬁ01a! 1ntel!1gence alqs
on artificial  intelligence , personalized learning, but there is

2019 . . 4 Marin, V.I., Bond, M., &|f. . )
applications in higher little educator involvement in Al

. Gouverneur, F.
education research.
A digital competency framework
From digital literacy to digital model for teachers that can be

2020 |competence: the teacher||Falloon, G adapted to enhance students'
digital competency framework digital competence.

Digital Transformation in||Benavides, L.M.C, Arias,||Provides a research map of digital

2020 Higher Education Institutions:||J.A.T., , Serna, M.D.A.,|transformation in higher
A Systematic Literature|[Bedoya, J.W., & Burgos,|leducation, focusing on
Review D institutional challenges.

. . Valverde-Berrocoso,  J.,|[Significant increase in online
Trends in Educational . . .
. Garrido-Arroyo, M.D.C.,|learning adoption, but

2020 |Research about e-Learning: A . . vital 1i
Svstematic Literature Review Burgos-Videla, C., &fllinfrastructure and digital literacy

M Morales-Cevallos, M.B  |lchallenges remain high.
Impact of Covid-19 Pandemic tCrgl\S/fI(]))r;;ioscceleriited ﬁ;gg:i

2020 |lon Higher Education and|Rashid, S., & Yadav, S.S . &

education but exacerbated the
Research . .

digital divide.

Limited computer skills and
Irnpacts. of thjc COVID-19 Aristovnik, A., Kerzi", D . perceptions of increased
Pandemic on Life of Higher . 1 . ..|workload hinder educators from

2020 . Ravselj , D., Tomazevi’, ..

Education Students: A Global recognizing performance
. N., & Umek, L. . .
Perspective improvements in the new
teaching environment.
A sys'tematlc. feview .Of Radianti, J., Majchrzak, T.|[VR enhances student engagement
immersive  virtual  reality o

2020 . . A., Fromm, J, &land motivation through

applications for higher . . . .
. Wohlgenannt, I immersive learning simulations.
education
. - Digital competence is key to
Dlgltal. competence in higher Zhao, Y, Llorente, M.P,|successful learning in the digital
2021 |leducation research: A o .
- . & Gomez, M.C.S era, yet many institutions still
systematic literature review h
lack adequate infrastructure.
Identifies two main dimensions of]
Digital transformation: digital transformation, namely
4 Teview svnthesis technology and actors, and

2021 Sy Y Nadkarni, S., & Priigl, P |provides a cross-disciplinary

and opportunities  for future . .
perspective that enriches

research . . L
discussions on how organizations
can adapt in the digital age.

Digital ~ literacy in  the|Gutiérrez-Angel, N,,|Digital  literacy in  higher

2022 university setting: A literature||Sanchez-Garcia, J-N.|leducation varies widely and
review of empirical studies|Mercader-Rubio, L.,|requires a more holistic approach
between 2010 and 2021 Garcia-Martin, J.,,  &l[in the curriculum.
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‘ Year H Article Title H Authors H Key Findings ‘
‘ H HBrito-Costa, S H ‘

Identifies research gaps in digital
literacy and digital transformation
across  various educational
contexts.

Transformation and digital||Farias-Gaytan, Aguaded,
2022 |literacy: Systematic literature||l., & Ramirez-Montoya,
mapping M

Source: Processed in Research: 2024

Based on the literature review, digital transformation in higher education involves comprehensive changes

in teaching methods and learning processes. Jackson (2019) emphasized the importance of managing competencies
in innovative changes, particularly concerning the adoption of new technologies. In this context, Pedro et al.
(2019) noted that the implementation of artificial intelligence (Al) in education can support the achievement of
Sustainable Development Goals (SDGs) by improving access to quality education. However, infrastructure and
faculty training remain major obstacles.
Research by Zawacki-Richter et al. (2019) also identified that Al has great potential in enhancing personalized
learning, but educator involvement in Al application development remains minimal. Radianti et al. (2020) added
that VR applications can increase student motivation by providing a more immersive learning experience,
especially in disciplines that require complex visualizations. Valverde-Berrocoso et al. (2020) stated that there has
been a significant increase in online learning adoption, but infrastructure and digital literacy challenges remain
high. This study shows that although many institutions have transitioned to online learning models, not all students
have adequate access to participate effectively in classes, further highlighting the digital divide.

Regarding digital literacy, a study by Falloon (2020) highlighted the importance of a digital competency
framework for educators, which can be applied to students to enhance their digital skills. Benavides et al. (2020),
in their review, indicated that despite increased adoption of digital technology, many institutions still face
institutional challenges regarding infrastructure support and policies to facilitate digital transformation. The
COVID-19 pandemic accelerated this transformation globally, as outlined by Rashid & Yadav (2020). Although
technology enabled remote learning during the pandemic, and students were highly satisfied with the support
provided by their instructors and universities, limited computer skills and the perception of increased workload
hindered them from recognizing performance improvements in the new teaching environment (Aristovnik et al.,
2020). Zhao et al. (2021) and Gutiérrez-Angel et al. (2022) emphasized that digital literacy and competency are
now fundamental skills that students must master in this digital era. However, the biggest challenge remains
providing adequate infrastructure and institutional readiness to adopt these technologies.

Gaytan et al. (2022) conducted a literature mapping that identified research gaps in digital literacy and
digital transformation across various educational contexts. These findings indicate that although there is extensive
research on digital literacy, there is still a lack of practical implementation and integration of technology into the
curriculum. Therefore, further research is needed to bridge the gap between theory and practice in developing
digital literacy in higher education. Through digital transformation, higher education institutions face significant
challenges, both in terms of infrastructure readiness and human preparedness (Nadkarni & Priigl, 2021). The rapid
adoption of technology is often not accompanied by adequate training for faculty and students, as shown in studies
by Falloon (2020) and Zhao et al. (2021). Additionally, the digital divide highlighted by Rashid & Yadav (2020)
serves as an important reminder that digital transformation must be accompanied by efforts to ensure equal access
for all students, especially in developing countries. On the other hand, studies such as those by Radianti et al.
(2020) and Zawacki-Richter et al. (2019) demonstrate the significant potential of technologies like Al and VR in
creating more engaging and personalized learning environments. However, the role of educators in utilizing these
technologies still requires greater attention, given that most technological applications today are developed without
sufficient input from those at the forefront of teaching.

Conclusion

Technological innovations in higher education have great potential to enhance students' digital literacy and
competencies. However, significant challenges must be addressed, particularly concerning technological
infrastructure, faculty readiness, and equitable access for all students. The COVID-19 pandemic has accelerated
digital transformation but also exposed weaknesses in institutional preparedness for rapid adaptation. Therefore,
digital transformation in higher education requires a holistic approach that includes improving digital literacy,
developing digital competency skills, and providing better support for adopting new technologies.
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In a continuously evolving digital era, enhancing digital literacy and competency among students in higher
education is becoming increasingly essential. Digital transformation driven by technological advancements
presents both opportunities and challenges for educational institutions. Literature review findings indicate that
technological innovations not only change teaching and learning methods but also influence how students interact
with information, collaborate, and develop the skills needed to compete in the global job market. Finally, to
prepare students for future challenges, educational institutions must proactively integrate technological innovations
into their curricula. Through a holistic approach that includes instructor training, infrastructure development, and
the provision of adequate resources, higher education can create an environment that supports the development of
students' digital literacy and competencies. This ensures that students are not only ready to meet workforce
demands but also become change agents capable of making positive contributions to an increasingly complex
society.
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