l’ . Multidisciplinary Output Research For Actual and International
Mg.ﬁf,ﬁ!,,jogynﬁeﬂﬁjr C\ Issue (MORFAI Journal) ISSN (e): 2808-6635

Actual and International Issue STrita IND?)I( @COP??N\ICU? Volumes 5 No. 6 (2025)

[ E

POLICING TRANSFORMATION IN THE CRYPTO ERA IN HANDLING
TOKEN-BASED MONEY LAUNDERING IN INDONESIA

Indah Hartantiningrum®®, Eva Achjani Zulfa?, Chairul M. Setyabudi®, M. Syaroni Rofii*
1234Universitas Indonesia, Indonesia
*Corresponding author’s email: indah.hartantiningrum@ui.ac.id

Received : 01 October 2025 Published : 09 December 2025

Revised : 10 October 2025 DOl . https://doi.org/ 10.54443/morfai.v5i6.4633

Accepted : 25 November 2025 Publish Link : https://radjapublika.com/index.php/MORFA/article/view/4633
Abstract

The purpose of this study is to analyze how policing transformation in Indonesia can be carried out to address token-
based money laundering, as well as to provide policy recommendations that can improve the effectiveness of law
enforcement in the context of the development of crypto technology. Adopting a post-positivism paradigm and a
qualitative approach to explore policing transformation in handling token-based money laundering in Indonesia. The
data collected will be analyzed using qualitative analysis techniques, including coding and thematic analysis, to find
relevant main patterns and themes. The results of the study indicate that the main challenges in law enforcement
against crypto-based money laundering in Indonesia include a lack of insight into blockchain technology and
cryptocurrency, inadequate policies, and difficulties in tracking transactions due to the decentralized nature and
anonymity of digital assets. To overcome this problem, it is necessary to increase the technological capacity of law
enforcement officers, develop special trained units, and implement stricter regulations. In addition, community
empowerment through education and training for police officers is very important to improve competence in
detecting suspicious transactions. With these strategic steps, it is hoped that cyber security can be more assured and
the digital asset ecosystem in Indonesia will become more transparent and responsible.

Keywords: Cryptocurrency; Money Laundering; Law Enforcement; Blockchain Technology; Policing
Transformation

Introduction

Changes to the international monetary system have resulted from the advent of blockchain technology and
digital currencies. Cryptocurrencies, as one of the main innovations in the world of finance, offer various advantages,
such as transaction speed, cost efficiency, and higher privacy compared to the traditional financial system (Sajidin,
2021). The crypto-based money laundering process has different characteristics from traditional money laundering
(Nurcholis et al, 2022). The use of tokens and untraceable transactions become an opening for criminals to hide the
source of illegal funds. In this context, policing transformation is urgently needed so that law enforcement officials
can mitigate threats that arise along with the development of this new technology. This study aims to analyze how
policing transformation in the face of token-based money laundering and provide recommendations for improving
the prevention of this crime in Indonesia.

Cryptocurrency token-based money laundering is one form of financial crime that is increasingly rampant
(Lumaing et al, 2024). Actors can take advantage of the decentralized, anonymous, and hard-to-trace nature of
cryptocurrencies to hide the origin of funds originating from illegal activities (Windani, 2023). This is a serious
concern for law enforcement, especially the police, in the fight against and eventual elimination of money laundering.
According to data from Chainalysis, in 2021 there was a 30% increase in the volume of money laundering involving
cryptocurrencies, reaching a value of around 8.6 billion US dollars (Chynalisis Team, 2022). This shows that
cryptocurrency token-based money laundering has become a serious threat to global financial stability (Kepli &
Zulhada, 2019). History records several major cases involving cryptocurrencies and money laundering. In 2014,
there was a theft of 850,000 Bitcoins which at that time was equivalent to 500 million US dollars from Mt (Herman
et al, 2023). Gox, the largest Bitcoin trading company based in Japan. In the same year, the Islamic State of Iraq and
Syria (ISIS) terrorist group announced that it was raising funds through Bitcoin for its terrorist organization and
activities (U.S. Department of Justice, 2022). These cases show how cryptocurrencies can be misused for illegal
purposes, and highlight the need for stricter law enforcement.

Publish by Radja Publika

open/~| access 8844


mailto:indah.hartantiningrum@ui.ac.id
https://doi.org/10.54443/morfai.v5i6.4577
https://radjapublika.com/index.php/MORFAI/article/view/1794

POLICING TRANSFORMATION IN THE CRYPTO ERA IN HANDLING TOKEN-BASED MONEY LAUNDERING
IN INDONESIA
Indah Hartantiningrum et al

In Indonesia, the crypto token business phenomenon is also growing, with many public figures involved in
the launch of their own tokens. This creates new challenges for law enforcement authorities in supervising and
regulating these activities. Although crypto assets in Indonesia are not positioned as official currencies, many other
countries have recognized and legitimized cryptocurrencies as a means of payment, while developing policies to
prevent their misuse, especially in money laundering. Digital transformation is a process of change and improvement
in organizations, businesses, and industries through the implementation and utilization of digital technology (Kraus
et al, 2021). The employment of technology is at the heart of digital transformation as it pertains to law enforcement
such as data processing and analysis, mobile applications, Internet of Things (IoT), cloud computing, and blockchain
technology. The importance of strengthening the role of the police through digital transformation in this era has
many new challenges for the world of security and law enforcement.

Polification, as a process and practice carried out by the police in maintaining public security and order,
must adapt to technological developments and the emergence of digital crime. In this context, policing should not
only focus on law enforcement against conventional crimes, but also must develop strategies to deal with technology -
based crimes (Jatna et al, 2024). Some important aspects of modern policing include crime prevention, law
enforcement, and public service. Modern policing practices have evolved in response to the proliferation of
information and communication technologies. Policing in the context of digital crime requires significant
institutional changes. By adopting new technologies, building partnerships with the community, and developing
specialized units to deal with cybercrime, the police can be more effective in maintaining security and order in the
digital age (Setyawan et al, 2024). But current problems need an ethical and well-considered solution if we are to
keep people's rights intact.

The Transnational Organized Crime (TOC) theory refers to a form of violation that is classified as organized
crime, where its definition and definition continue to evolve along with the changing times, especially in the 20th
century (Miraglia et al, 2012). The UN Convention on the Eradication of TOC Crimes issued in 2003 emphasizes
the importance of defining organized criminal groups to facilitate law enforcement, provided that the group consists
of three or more people operating transnationally. In this context, law enforcement is defined as the process of
realizing the desire of the law to come true, where law enforcement is expected to uphold the values of truth and
justice. Legal obedience, which is closely related to legal awareness, reflects the relationship between awareness and
obedience, where legal obedience is an obligation that must be carried out.

Social transformation, which involves changes in social structures and norms, also contributed significantly
to our knowledge of how police operate in the crypto age, where information and communication technologies create
interconnected societies. To combat crimes like token-based money laundering, which are more common in this age
of the fourth industrial revolution, contemporary police forces must embrace new technologies like artificial
intelligence and the internet of things (Bower & Johson, 2024). The social network theory by Castells highlights the
importance of social interaction mediated by information technology, which is the foundation for community
policing in facing the challenges of crime in the digital age (Sulliva, 2023).

According to Law Number 8 of 2010 about the Prevention and Eradication of Money Laundering Crimes,
some of his earlier works, such as legitimate crypto assets as digital commodities, can become unlawful when used
for this purpose. Offenders can then be located and prosecuted (Sari et al, 2024). While big data-based predictive
policing models can improve crime prevention, challenges such as environmental stigmatization, personal data
protection, and community privacy policies need to be addressed to ensure that policing remains effective and ethical
in serving society (Ayu, 2023).

The study offers a new approach in understanding the transformation of policing in Indonesia, within the
framework of cryptocurrency tokens used for illicit financial transactions, by highlighting the adaptation of law
enforcement strategies needed to deal with the unique challenges posed by blockchain technology and the
anonymous nature of crypto transactions. This research is particularly relevant given the increasing use of
cryptocurrencies in Indonesia and their potential misuse for money laundering, that can endanger the stability of the
economy and the banking system. By providing insights into effective policing policies and practices, this research
contributes to the development of better and responsive law enforcement strategies to financial crime in the digital
age. The researchers set out to examine how policing transformation in Indonesia can be carried out to deal with
token-based money laundering, as well as provide policy recommendations that can increase the effectiveness of law
enforcement in the context of crypto technology developments.
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Method

This study employs a descriptive qualitative approach within a post-positivist paradigm to examine policing
transformation in addressing token-based cryptocurrency money laundering in Indonesia. Data were collected
through in- depth, semi- structured interviews with police investigators, regulatory authorities, and blockchain
experts, complemented by document analysis of relevant laws, policy reports, and scholarly publications. Data were
analyzed using thematic analysis, involving coding, categorization, and identification of key analytical themes. Data
validity was ensured through source triangulation and verification of emerging findings. All research procedures
complied with ethical standards, including informed consent and the protection of participant confidentiality.

Result and Discussion
Transformation of Policing in Dealing with Token-Based Money Laundering

The transformation of policing in Indonesia in dealing with token-based money laundering in the crypto era
faces various complex problems. First, the absence of proper knowledge and comprehension is a major obstacle
regarding blockchain technology (Imelda et al, 2022) and cryptocurrencies (Kawengian, 2024). Many police
members are not trained to understand how this system works, making it difficult for them to detect and investigate
money laundering cases involving digital assets. Without a deep understanding, law enforcement efforts become less
effective and have the potential to result in the loss of crucial evidence traces. Second, current regulations are still
not fully adequate to tackle crimes related to cryptocurrencies. Although Indonesia has issued several regulations
related to the use of digital assets, there are many legal loopholes that can still be exploited by criminals. For example,
controversy about cryptocurrency's legitimacy (Firmansyah & Arifin, 2024) as a medium of exchange or asset for
investment purposes (Putri et al, 2024) can lead to difficulties in law enforcement (Sholihah & Yazid, 2023).This
creates challenges for the police in implementing appropriate legal action against violations that occur.

Third, the decentralized nature and anonymity inherent in cryptocurrencies (Lumaing, et al, 2024) make it
very difficult to track transactions (Susanto & Afifah, 2024). Criminals can easily hide their identities and divert
funds through various platforms and digital wallets, obstructing the ability of law enforcement to identify the source
of money that may be under suspicion. In this context, policing needs to develop new methods and technologies to
effectively monitor and analyze cryptocurrency transactions. Fourth, the lack of collaboration between law
enforcement agencies and the private sector, including cryptocurrency service providers, is also a problem (Aini &
Lubis, 2024; Munajat & Yusuf, 2024). Many companies engaged in cryptocurrencies do not have an obligation to
report suspicious transactions to the authorities, thus hampering prevention and enforcement efforts. Closer
cooperation between the police and the involvement of the private sector is essential.to create a more transparent and
responsive reporting system to potential money laundering.

The analysis of the compatibility of theories with field data in the context of token-based money laundering
in Indonesia shows that various existing theories can explain this phenomenon well. First, according to money
laundering theory, there are three steps to the process: placement, layering, and integration (Jaya, et al, 2020; Pase,
et al, 2020). Field data shows that token-based money laundering practices in Indonesia follow this pattern, where
blockchain technology and the anonymity of crypto transactions make the laundering process more difficult to trace.
This is in line with the fact that the police face difficulties in detecting illegal sources of funds that have gone through
various stages of laundering in the digital system. Furthermore, the Transnational Organized Crime Theory is also
proven to be in accordance with existing data. Money launderers often use global networks and take advantage of
differences in regulations in each country to launch their actions (Lampe, 2021). The data shows a lack of
international cooperation in the investigation of crypto-based transactions, underscoring the importance of a cross-
border approach in tackling digital crime. This theory supports the need for closer collaboration between countries
to address the challenges faced in law enforcement in the crypto era.

Law Enforcement Theory highlights the importance of training (Makogon et al, 2020) and capacity building
for law enforcement officials (Violanti et al, 2019). Field data shows that many police members are still poorly
trained in understanding blockchain technology and cryptocurrencies, leading to weak law enforcement against these
crimes. This theory reinforces the argument that increased knowledge and skills among law enforcement are essential
to confront the challenges posed by digital crime. In this regard, the Social Transformation Theory is also relevant,
as the adoption of cryptocurrencies has changed the way financial transactions are conducted, which has had an
impact on the transformation of policing methods (Setiadarma et al, 2024). The data supports this theory by showing
that police forces must adapt their approach to changing technological developments. This shows that policing needs
to adapt in order to remain effective in dealing with increasingly complex crimes.
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Finally, Social Networks Theory and Cybercrime Theory also provide important insights (Ashady, 2024;
Harianto, 2019). Token-based money laundering crimes are often carried out through complex social networks, and
field data shows that the police need to build an intelligence system based on social network analysis to identify
criminals. In addition, crypto technology facilitates cybercrime with a high degree of anonymity, and data shows
that these crimes are growing as the use of digital assets in illegal transactions increases. In the rapidly evolving
digital era, technology-based crimes are increasingly sophisticated and difficult to identify. The inability of law
enforcement officers in Indonesia to keep up with technological developments is a major problem, especially those
related to blockchain and cryptocurrencies (Setiawan et al, 2023). Many members of the police force do not have a
deep understanding of this technology, so they have difficulty detecting suspicious transactions that can be related
to illegal activities, like the funding of terrorists and the laundering of illicit funds. This unpreparedness is a loophole
that cybercriminals use to hide the flow of their funds through crypto transactions that are difficult to track.

One of the factors that exacerbates this condition is the inadequate regulation of cryptocurrencies in
Indonesia (Widjaja, 2019). Although the government has issued various policies related to digital assets, there are
still many legal loopholes that can be exploited by irresponsible parties. The lack of clear rules on how crypto
transactions should be monitored and reported causes law enforcement officials to have difficulty cracking down on
criminals who use digital currencies for illegal activities. Existing regulations have not been able to accommodate
the complexity of blockchain technology that is decentralized and anonymous, so many cases of crimes involving
cryptocurrencies cannot be effectively acted upon.

The decentralized and anonymous nature of cryptocurrency transactions is another challenge in law
enforcement efforts (Widyatmoko, 2024). Unlike conventional banking transactions that have a clear administrative
footprint and can be overseen by financial authorities, crypto transactions take place on a global network that does
not have a central authority. This makes it very difficult to track the flow of funds, especially when criminals use
techniques such as mixing services or privacy coins designed to obscure the origin of funds (Putri et al, 2023).
Without adequate technical skills and tools, law enforcement officials have difficulty gathering enough evidence to
uncover and take action against criminals. Additionally, the lack of collaboration between the government and the
private sector further hampers law enforcement efforts in dealing with crimes involving cryptocurrencies.
Cryptocurrency service providers in Indonesia, such as digital asset exchanges and crypto wallet providers, do not
have a clear obligation to report suspicious transactions to the authorities. As a result, law enforcement officials often
do not have enough information to conduct a comprehensive investigation. In fact, collaboration with the private
sector is essential to create stricter surveillance mechanisms and increase the effectiveness of suspicious activity
detection.

To overcome these challenges, strategic steps involving various parties are needed. First, increasing capacity
and understanding of technology among law enforcement officials must be a top priority. Training programs and
collaboration with experts in the field of blockchain technology can help them understand how cryptocurrencies
work as well as the methods that can be used to track suspicious transactions (Albshaier et al, 2024). With better
knowledge, police officers will be better prepared to deal with digital-based crimes.

Second, regulations regarding cryptocurrencies must be strengthened to better accommodate technological
developments and prevent the misuse of digital assets for illegal activities. The government needs to develop stricter
policies regarding reporting obligations for cryptocurrency service providers as well as set higher security standards
for digital asset transactions. With clearer and more comprehensive regulation, existing legal loopholes can be
minimized, reducing opportunities for criminals to abuse the system (Falk & Hammer, 2023).

Third, crypto transaction tracking should be strengthened by leveraging more advanced technologies, such
as blockchain analytics (Javaid et al, 2023) and artificial intelligence (Tairov & Stefanova, 2024). Some countries
have adopted specialized software capable of detecting suspicious transaction patterns as well as identifying
relationships between various crypto wallet addresses. Indonesia also needs to develop or adopt similar technologies
so that law enforcement officials can work more effectively in tracking suspicious money flows.

Fourth, cooperation with the private sector should be increased through regulations that require
cryptocurrency service providers to report suspicious activity to the authorities. With stricter reporting mechanisms,
law enforcement officials will have faster access to information that can help in the investigation process. In addition,
this collaboration can also create a safer ecosystem for digital asset users, reduce the risk of fraud, and increase public
trust in blockchain technology. In the face of the ever-evolving digital era, law enforcement officials in Indonesia
must be able to adapt to technological changes in order to maintain security and order in cyberspace. By improving
understanding of technology, strengthening regulations, adopting more advanced tracking technologies, and building
closer cooperation with the private sector, challenges in enforcement related to cryptocurrencies can be overcome
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more effectively. These measures will not only help in eradicating digital crime, but will also strengthen the digital
asset ecosystem in Indonesia to be more transparent and accountable. The challenge in handling cryptocurrency-
based money laundering in Indonesia requires strengthening the capacity of law enforcement officials through
intensive training on blockchain systems and crypto asset tracking mechanisms, so that they can be more effective
in detecting illegal activities. Regulations regarding cryptocurrencies need to be updated to provide legal certainty
and narrow loopholes for criminals, while increased international cooperation and collaboration with the private
sector, such as cryptocurrency exchange platforms, are essential to strengthen investigation efforts and detection of
suspicious transactions. In addition, the utilize of Al-based analysis technology and big data must be increased to
help the authorities in automatically recognizing suspicious transaction patterns and conducting more in-depth
analysis of digital crime activities.

Policies and Strategies
A. Law Enforcement Policy

Emerging threats in the realm of law enforcement have been posed by blockchain technology and
cryptocurrencies in the past few years, especially in efforts to handle crypto-based money laundering cases
in Indonesia. Amidst the widespread use of cryptocurrency, effective regulation is very important so that the
use of this technology is not misused for illegal activities. Therefore, a strong and structured law enforcement
policy is needed to overcome the threat of money laundering through digital assets.

Clear and comprehensive regulations are the first step that must be taken. The government needs to
establish policies that regulate the use of cryptocurrencies (Taudaa et al, 2023) including registration
procedures and supervision of digital asset service providers. With strict regulations, these industry players
are required to meet certain security standards and report suspicious transactions to the appropriate
authorities. This step not only aims to prevent the misuse of crypto assets in money laundering crimes, but
also to create a safer and more transparent investment environment for the public.

In addition to strict regulations, law enforcement officials must also have adequate capacity to deal
with this technology-based crime. Therefore, the establishment of a special unit within the police force that
focuses on cybercrime (Anggraeny et al, 2022) and money laundering is an urgent need. This unit must be
equipped with experts who understand blockchain technology, smart contracts, as well as advanced data
analysis techniques. With trained human resources and adequate infrastructure, this special unit will be able
to detect and investigate suspicious transactions more effectively, thereby reducing the number of crimes
that utilize digital assets.

However, given the transnational nature of crypto-based money laundering crimes, law enforcement
efforts at the national level alone are not enough. Close cooperation between Indonesia and other countries
is needed to strengthen the monitoring mechanism and exchange of information related to cross-border
transactions. Partnerships with international law enforcement agencies will allow Indonesia to gain insights
and the best strategies in handling money laundering cases involving cryptocurrencies. By building a global
partnership (Khan, 2024). Indonesia can be more effective in anticipating and cracking down on criminals
who take advantage of loopholes in the digital financial system.

Ultimately, effective law enforcement policies in tackling crypto-based money laundering depend
not only on strict regulation and increased capacity of law enforcement officials, but also on synergies
between governments, the tech industry, and the global community. With coordinated measures and a well-
thought-out strategy, Indonesia can ensure that the development of blockchain and cryptocurrency
technology does not become a loophole for crime, but can be used positively to support safer and more
sustainable economic growth.

B. Community Empowerment Strategy

Community empowerment is one of the key strategies in efforts to prevent crypto-based money
laundering. In this context, the police have an important role to actively involve the community in fighting
this crime. One step that can be taken is to provide comprehensive literacy (Aarvik, 2020) about the risks
and signs of money laundering using cryptocurrencies. Through socialization and counseling programs, the
police can hold seminars, workshops, and social media campaigns that aim to increase public awareness. In
these activities, the public will be taught how to recognize suspicious activities that may be related to money
laundering, as well as the importance of reporting such findings to the authorities.
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By increasing public awareness and knowledge, the creation of a safer and more favorable
environment is the desired outcome. People who are sensitive to potential crimes will be better able to
identify and report suspicious activity, thereby reducing opportunities for criminals to commit money
laundering. In the long run, community empowerment will not only strengthen law enforcement efforts, but
also build trust between the police and the community, creating more effective collaboration in maintaining
security and order.

C. Use of Technology in Law Enforcement

In the increasingly advanced digital era, the use of technology has become a crucial element in law
enforcement, particularly when dealing with cases of illicitly obtained funds. The police are now required to
utilize data analysis technology and artificial intelligence (Al) as a tool to detect suspicious transaction
patterns (Santoso et al, 2023; Sari, 2021). With advanced analytical capabilities, this technology can assist
law enforcement officials in identifying transactions that are potentially related to money laundering
activities, which are often difficult to track with traditional methods. The technology-based monitoring
system allows the police to monitor and analyze financial transactions in real-time, so they can respond
immediately if suspicious activity is detected. In addition, greater accountability and openness are further
benefits of implementing blockchain technology into the financial sector. With its decentralized and
immutable nature, blockchain can be an effective tool in preventing money laundering, as every transaction
is permanently recorded and auditable. By integrating technology in law enforcement, the police can not
only improve efficiency and effectiveness in detecting and dealing with crimes, but also build public trust in
the legal system. The public will feel safer knowing that advanced technology is being used to protect them
from harmful financial crimes. In this context, the use of technology is not just a tool, but also a strategic
step to create a safer and more secure environment.

D. Human Resource Training and Development

Training and development of human resources in the police force is a very important aspect that
cannot be ignored, especially in the face of increasingly complex technology-based crime challenges
(Fitriyanti & Sinaga, 2024; Inaray et al., 2024). For this reason, the police need to provide adequate training
to its members on blockchain technology, cryptocurrency, and cybercrime investigation techniques. By
improving the competence of police members through structured and continuous training, it is hoped that
they will be more prepared and responsive in facing the various challenges posed by digital crime. An in-
depth knowledge of the technology used in these crimes will allow them to conduct more effective and
efficient investigations, as well as identify patterns that may not be visible with traditional approaches.
However, this training is not only limited to technical aspects. It is also important to include elements of
ethics and human rights protection in the training curriculum. Thus, members of the police force will be
trained to carry out their duties in a fair and equitable manner, respect the rights of individuals, and avoid
abuse of authority.

With this comprehensive approach, the police will not only improve the technical capabilities of
their members, but also build public trust in law enforcement institutions. The public will feel safer and more
secure, knowing that the police are equipped with the knowledge and skills necessary to deal with modern
crime in an ethical and professional manner. In handling crypto-based money laundering, there are several
significant challenges that must be faced by law enforcement officials. One of the main challenges is the
anonymous and decentralized nature of blockchain technology. Transactions made with cryptocurrencies
are often difficult to trace, as the identity of the perpetrator is not always revealed in the transaction records.
This makes it difficult for police to identify and apprehend criminals, so they can easily hide their illegal
activities behind the layers of anonymity offered by this technology. In addition, in Indonesia, regulations
regarding cryptocurrencies are still in the development stage. This lack of clarity in regulations creates
loopholes that can be exploited by criminals to commit money laundering without fear of legal consequences.
Without a clear and comprehensive legal framework, law enforcement becomes increasingly difficult, and
criminals feel more free to operate. Therefore, it is crucial to accelerate the development of regulations that
can regulate the use of cryptocurrencies and provide clear guidelines for law enforcement officials. Limited
resources are also an equally important challenge. Both in terms of budget and expertise, police often face
obstacles that hinder their efforts in tackling crypto-based money laundering crimes. Without adequate
support, both in terms of finance and expertise, law enforcement efforts will be less effective. Hence, the
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government and its agencies must offer the required backing so that the police can better carry out their
duties in the face of the ever-evolving crime challenges in this digital era. Several suggestions for how the
Indonesian police may better combat crypto-based money laundering were derived from the results of the
study include accelerating the development of clear and comprehensive regulations on cryptocurrencies, as
well as the establishment of a special unit in the police force that focuses on cybercrime and money
laundering with adequate training. In addition, it is important to increase international cooperation with law
enforcement agencies in other countries to strengthen investigation efforts, implement outreach programs to
raise public awareness of money laundering risks, and utilize data analysis technology and artificial
intelligence to detect suspicious transactions. Finally, the development of human resources through training
on blockchain technology and cybercrime investigation techniques is essential to prepare police members
for the challenges of the digital age.

Conclusion

In the rapidly evolving digital era, the main challenges faced by law enforcement officials in Indonesia are
a lack of understanding of blockchain and cryptocurrency, inadequate regulations, and difficulty tracking
transactions due to the decentralized nature and anonymity of digital assets. Many members of the police force have
difficulty detecting suspicious transactions, while legal loopholes allow criminals to utilize cryptocurrencies for
illegal activities. The lack of cooperation between the government and the private sector is further hampering law
enforcement, as cryptocurrency service providers do not yet have a clear obligation to report suspicious transactions.
To overcome this, it is necessary to increase the technological capacity of law enforcement, stricter regulations, the
use of blockchain analysis technology, and close collaboration with the private sector. With these strategic measures,
cyber security can be more guaranteed, digital crime can be suppressed, and the digital asset ecosystem in Indonesia
becomes more transparent and responsible. An effective law enforcement policy in dealing with crypto-based money
laundering in Indonesia should include clear regulations regarding the use of cryptocurrencies, the development of
specialized units in the police force trained in blockchain technology and data analysis, and international cooperation
for information sharing. In addition, community empowerment through education about the risks of money
laundering and the use of data analysis technology and artificial intelligence is essential to detect suspicious
transactions. Training and development of human resources in the police force is essential for enhancing members'
ability to tackle technology-based crime. Challenges include the anonymous and decentralized nature of blockchain,
lack of clear regulation, and limited resources, which require recommendations to accelerate regulatory development,
establish specialized units, increase international cooperation, and implement socialization and counseling programs.
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